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As part of our corporate due diligence and regarding compliance with the principles of information security, this 
guideline defines the framework for our information security management system (ISMS).  

The present information security policy thus represents the guiding document of the ISMS. It describes Preh's 
policy and strategy, especially regarding information security. The ISMS and the associated guidelines and 
documents apply to all organizational units of the Preh Group worldwide and consider legal and contractual 
requirements.  

 

Significance of information 

Information is one of the most important values of 
Preh. It is available in a wide variety of forms – as 
know-how or in analogue or especially digital form in 
connection with information-processing facilities and 
systems.  

Information is collected, recorded, transmitted, 
stored, processed, evaluated, archived and deleted 
or destroyed from a wide variety of sources in 
accordance with legal deadlines.  

 

Need for information protection  

The unavailability, loss, falsification or unauthorized 
disclosure, even of only parts of this information, can 
be associated with high material or immaterial 
damage to Preh, but also to our customers. 
Information protection applies in particular to our 
products, their development and manufacture. 

It is therefore necessary that this information, 
regardless of the form in which it exists, including its 
processing procedures, be protected by appropriate 
security measures. 

We expect all our employees to have adequate 
awareness of information security in all business 
processes.  

 

Information Security Goals 

The Preh Group's goal is to meet the necessary 
protection requirements of all information to an 
appropriate extent over the entire life cycle. 
Appropriate means that the entirety of the measures 
to protect the information must be based on 
economic considerations, based on its identified 
need for protection.  

In order to define the nature and scope of measures 
to protect information, it is necessary to identify the 
protection needs and the risks. To do this, Preh uses 
a risk-based procedure, in which the current risk 
situation is coordinated with the information security 
goals.  

The protection goals of Preh Group's information 
security are part of the overall corporate goals. These 
include:  

Confidentiality: We ensure that information is only 
accessible to the designated group of people and 
that they handle it responsibly.  
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Integrity: We ensure that information cannot be 
altered or that if it is changed, it can be reliably 
detected.  

Availability: We ensure that all information and 
information processing systems, including 
production equipment, are available in the right place 
at the right time.  

 

Commitment of all employees 

The behavior of all employees around information 
security is oriented towards the goals of information 
security and is manifested in the following guiding 
principles:  

• Everyone who uses information is responsible for 
compliance with the protection goals within the 
framework of the company's requirements.  

• Each piece of information must be classified based 
on the company's specifications when it is created.  

• Any information worth protecting must be secured.  

• Only clearly identified persons with the appropriate 
authority are granted access to information worthy of 
protection.  

Information Security Awareness 

The implementation of the Guiding Principles 
requires a high degree of security awareness. 
Management, managers and the information security 
organization actively promote measures to 
encourage employee awareness of the importance of 
information security for Preh and its customers. 
Security awareness is characterized by the following 
behavior:  

• Recognize that effective information security is an 
essential element of the company's philosophy.  

• Always-present safety awareness in the execution 
of all work processes.  

• Recognizing the importance and interfaces of 
personal contribution to ensuring information security 
in daily business operations, as well as in the event 
of damage and in emergency situations.  
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